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Citizenship, Passports, and the Legal Identity of Americans: Edward Snowden and Others Have a Case in the Courts

come   L'archive ouverte pluridisciplinaire

Snowden's is not the only passport of an American citizen that the U.S. State Department has recently revoked. According to the Washington Post, the State Department revoked the passports of a few dozen-if not a hundred-Yemeni Americans after arguing that because these individuals were illegally naturalized, their passports were also obtained illegally. 8 From an analysis of historical and legal precedents, it seems clear that the State Department has acted in violation of the Constitution in each of these cases. The revocation of Snowden's passport violates a privilege and immunity of American citizenship, protected by the Privileges or Immunities Clause of the Fourteenth Amendment-namely a U.S. citizen's ability to keep a passport while abroad as a document proving her legal identity and citizenship. This is a function of the U.S. passport that the Supreme Court has recognized since 1835. 9 The revocation of the passports of the Yemeni Americans is similarly suspect. If the U.S. State Department contests the legality of their naturalization, their cases should be brought to court on the claim that there is good cause to revoke their citizenship. The cases do differ; Snowden's citizenship is uncontested while the citizenship of the Yemeni Americans in question seems contestable. But in both instances, when prevented from directly revoking or attacking the citizenship of American citizens-which is staunchly protected de jure by Supreme Court jurisprudence and relevant statutes-the State Department has developed a strategy of attack whereby Americans are transformed into de facto stateless persons (as in the case of Snowden) or individuals who are no longer able to live abroad as U.S. citizens (like the Yemeni Americans). It is time for the courts to intervene and set the rules by clarifying the link between U.S. citizenship and a U.S. passport.

i. snowden's passport

At first glance, Supreme Court jurisprudence seems to offer support for the Obama Administration's position in Snowden's situation. In a 1981 case, Haig v. Agee, the Court upheld the revocation of ex-CIA agent Philip Agee's passport. 10 Agee, who was living in West Germany at the time, had traveled extensively to other countries in order to publicize the activities of undercover 8. Al Kamen, In Yemen, U.S. Embassy Confiscating Some Passports, ACLU Warns, WASH. POST, Jan. 9, 2014, http://www.washingtonpost.com/politics/in-yemen-us-embassy-confiscating -some-passports-aclu-warns/2014/01/09/8011d2fa-7956-11e3-8963-b4b654bcc9b2_story .html. 9. Urtetiqui v. D'Arcy, 34 U.S. 692, 699 (1835).

10. 453 U.S. 280 (1981).
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CIA agents, triggering government action against him. 11 The Court affirmed the authority of the Secretary of State to revoke a passport when the holder's activities in foreign countries were causing serious damage to national security. 12 Agee attacked the Secretary's action on statutory grounds-Congress had never authorized the Secretary of State to revoke passports, either by an express delegation or by "an administrative practice sufficiently substantial and consistent to warrant the conclusion that Congress had implicitly approved it." 13 Agee prevailed in the district court and court of appeals on the basis of that argument. He further claimed that his passport should be returned on three constitutional grounds, described by the Supreme Court as:

[F]irst, that the revocation of his passport impermissibly burdens his freedom to travel; second, that the action was intended to penalize his exercise of free speech and deter his criticism of Government policies and practices; and third, that failure to accord him a prerevocation hearing violated his Fifth Amendment right to procedural due process. 14 The Court backed the government's right to revoke Agee's passport for national security reasons. Denying his constitutional claims, it stated that the freedom to travel abroad was subordinate to national security and foreign policy considerations. It saw no foundation for his First Amendment claim and his request for a prerevocation hearing. 15 Yet, in so deciding, the Court dealt with only one dimension of the American passport: the one that guarantees American citizens the freedom to travel, i.e., to leave U.S. territory and to cross foreign borders and territories.

The Court did not discuss a second dimension of the passport, which was first clearly distinguished and recognized in an 1835 Supreme Court decision, Urtetiqui v. D'Arcy. 16 The Court in Urtetiqui stated: citizenship, passports, and legal identity 569 [A passport] is a document, which, from its nature and object, is addressed to foreign powers; purporting only to be a request, that the bearer of it may pass safely and freely; and is to be considered rather in the character of a political document, by which the bearer is recognised, in foreign countries, as an American citizen; and which, by usage and the law of nations, is received as evidence of the fact. 17

In Agee, the Supreme Court reaffirmed that distinction by quoting the entirety of this paragraph. 18 The executive branch itself noted this dual function of a passport; responding to a question raised by Justice Rehnquist during the oral argument, U.S. Solicitor General Wade McCree asserted that a passport "serves two purposes. First, the purpose of identifying the bearer as a citizen or a national of the issuing nation; and second, to request free passage for him from a foreign nation as well as the efforts of the foreign nation to facilitate his travel." 19 The 1981 Court did not deal with the second function of the passportnamely, to be "recognised, in foreign countries, as an American citizen" and to "identify[] the bearer as a citizen or a national of the issuing nation." 20 Agee did not invoke it, and Chief Justice Burger-who only included answers to Agee's constitutional claims in the final stages of writing the majority opinion 21 -did not raise the issue sua sponte. 22 The majority opinion in Agee was hotly debated within the Court, provoking a strong dissent by Justice Brennan. For him, the right to travel out of the United States had been recognized as "an important personal right included within the 'liberty' guaranteed by the Fifth Amendment" which could the yale law journal forum

April 23, 2014 570 only be curtailed by Congress in the exercise of its lawmaking function. 23 He feared that the Agee decision "has handed over too much of that function to the Executive." 24 Brennan's criticism is not the point of my argument; let us concede that the revocation of a passport is a necessary executive power insofar as it provides a means to restrict freedom of travel across borders for security reasons. It is not as convincing, however, that, for security reasons, an American citizen should be deprived of her right to a legal identity as an American citizen, the second function of a passport. While stating that "there is only a constitutional 'freedom' to travel internationally-a freedom that may be curtailed within the contours of due process of law," 25 the Court also reaffirmed in Haig v. Agee a constitutional "right" to interstate travel. 26 For the Court this distinction was important: the right to travel abroad was a freedom that could be subjected to due process or legislative limitation. The right to travel within the United States was an absolute right before which both the executive and the legislative powers had to bow. I believe that if the Court had inquired further, it would have also affirmed a constitutional right for an American travelling or residing abroadthat of keeping his or her passport as a valid identity document. If asked today by Edward Snowden, for example, the Court would have to confirm that it is his absolute right not to be deprived of his legal identity as an American citizen. This absolute right can first be deduced from the absolute protection afforded to him by his status as a citizen.

This absolute protection was affirmed by the Supreme Court in 1967 in Afroyim v. Rusk 27 and has received additional confirmation in subsequent cases. 28 In the preceding decades, citizenship was conditional: starting in 1906, naturalized citizens who would return to reside in their country of origin would be denaturalized. 29 Starting in 1907, American women marrying foreigners would lose their citizenship. 30 Later, under the 1940 Nationality Act, Americans could and did lose their citizenship if they voted in foreign elections, escaped the draft, or remained six months or longer within any foreign state of which he or either of his parents was ever a national 31 -adding to a list which already included denationalization for Americans who became citizens of a foreign state. 32 Between 1945 and 1967, more than 100,000 Americans, mostly nativeborn, were denationalized. 33 Citizenship was less protected than liberty, life, or property, for denationalization was legally possible without due process.

In 1967, in Afroyim, the Supreme Court secured American citizens against deprivation of their citizenship, on the basis of a literal reading of the Fourteenth Amendment. 34 Justice Black concluded the majority opinion by affirming:

We hold that the Fourteenth Amendment was designed to, and does, protect every citizen of this Nation against a congressional forcible destruction of his citizenship, whatever his creed, color, or race. Our holding does no more than to give to this citizen that which is his own, a constitutional right to remain a citizen in a free country unless he voluntarily relinquishes that citizenship. 35 Since then, the Citizenship Clause of the Fourteenth Amendment has been interpreted as a right that is granted absolute protection. Adopted in 1868, the Fourteenth Amendment states first that all persons born or naturalized in the United States are citizens of the United States. Then it continues with the following sentence: "No state shall make or enforce any law which shall abridge the privileges or immunities of citizens of the United States." 36 These privileges and immunities were narrowly defined in the 1873 Slaughter-House Cases, 37 a decision that provoked and continues to provoke great controversy. Many scholars have claimed that the Court did not fulfill the original purpose 
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of the Fourteenth Amendment. 38 Nevertheless, the Constitution affirms some privileges and immunities of American citizens and-however narrowly defined by the Court in the Slaughter-House Cases-even this minimalist conception turns out to be consequential. The privileges and immunities of citizens of the United States, Justice Miller wrote for the majority, are those which "ow[e] their existence to the Federal government, its National character, its Constitution, or its laws." 39 Miller then enumerated these privileges and immunities, and it is possible to distinguish the ones he defines as owed to the Constitution-namely, the rights guaranteed by the Thirteenth, Fourteenth, and Fifteenth Amendments, as well as rights to peaceably assemble, petition for redress of grievances, and claim the privilege of the writ of habeas corpus-from those owed to the federal government and to its national character-for example, the right to freely access the nation's seaports and to use the navigable waters of the United States. 40 All these privileges and immunities are said to protect American citizenship from any abridgment by the states.

Yet, in his majority opinion, Justice Miller also deals with the privileges and immunities of the American citizen abroad, in a foreign land, which arise not in relation to his or her state, but rather to the federal government of the United States:

Another privilege of a citizen of the United States is to demand the care and protection of the Federal government over his life, liberty, and property when on the high seas or within the jurisdiction of a foreign government. Of this there can be no doubt, nor that the right depends upon his character as a citizen of the United States. 41 One century later, in Afroyim, Justice Black agreed that the main consequence of the denationalization of a citizen is to "take from him the privileges of a citizen." 42 This tied privileges and immunities to the status of being a citizen of the United States, now protected absolutely and independently of any crime or illegal act committed by the citizen. The privileges of American citizens abroad-like the privileges of an American citizen within the United States-seem to have different sources. When the Court mentions the right of a citizen "to demand the care and protection of the Federal government over his life, liberty, and property," it is as much a reference to the U.S. Constitution as a reference to the national character of the United States, given that the basic protection of one's government belongs "to those privileges and immunities which were, in their nature, fundamental; which belong of right to citizens of all free governments." 43 The protection by the federal government of life, liberty, and property is a constitutional right subject to due process. The rights of protection and care while abroad, part of the privileges and immunities of citizens of all free governments, have evolved over time. I believe that the right to possess basic identity documents detailing one's date and place of birth, along with names and surnames, has become an absolute right, as much a fundamental human right developed throughout the twentieth century as a constitutional one stemming from Afroyim.

ii. developments in international human rights support the protection of the legal identity of americans

Among the numerous rights proclaimed by the Universal Declaration of Human Rights, adopted by the United Nations General Assembly on December 10, 1948, the "right to a nationality" guaranteed in Article 15 has become one of the most respected and protected.

When a person lacks citizenship, the international community provides a proxy: protection of the United Nations High Commissioner for Refugees 
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(UNHCR) and rights in the country of residence 44 fulfill the functions nationality plays in linking an individual with a nation-state. The international community does not provide an analogous proxy in situations where other rights are denied, for example, when due process is lacking or gender discrimination is obvious. Beginning in 1922, some international agreements provided refugees with a certificate that served as both a travel and identity document-like a passport. Under Article 28 of the 1951 UNHCR Convention Relating to the Status of Refugees, contracting states are required to issue travel documents to refugees, "unless compelling reasons of national security or public order otherwise require." 45 But the 1951 convention provides in Article 27 that "[t]he Contracting States shall issue identity papers to any refugee in their territory who does not possess a valid travel document." 46 This is an absolute obligation. 47 There is an exception to the required provision of travel documents: security reasons. There is no exception to the obligation to provide identity documents: all contracting states must issue identity papers to any refugee in their territory who does not possess a valid travel document. This means that the United States is obliged to deliver identity documents to foreign refugees who are in its jurisdiction and lack them. 48 The right to be provided identity papers when abroad is expressed by the fact that when a human being does not possess a nationality or the protection of a state that can provide identity papers, the international community has agreed to enter into an absolute obligation to provide them. Should not this obligation, traditionally fulfilled by nation-states voluntarily for all their citizens who happen to have lost their passport while abroad, be considered a fortiori imposed on the signatory states-including the United States-for their own citizens? 49 When the United States canceled the validity of Snowden's American passport, thereby stripping him of an identity document, it set the stage for a humiliating paradox: an identity document affirming and certifying his American citizenship (by listing his place of birth and citizenship) has been delivered to Snowden by the Russian authorities. 50 The individual right to be recognized before the law found in Article 6 of the Universal Declaration of Human Rights, as well as a child's right to be registered with a name and a nationality at birth found in Article 7 of the Convention of the Rights of the Child, offer further foundations for the duty to issue identity documents in international law. 51 By doing so, the United States would fulfill the normal obligation of all states toward their own citizens, especially those states that are democracies. The ability of an American citizen to keep a legal identity has become one of the privileges and immunities of American citizens as defined in the Slaughter-House Cases because it now constitutes a "right of citizens of all free countries."

This principle can also be deduced from Afroyim. In the early twentieth century, Edwin Borchard-drawing on eighteenth-century legal thinker Emerich de Vattel's The Law of Nations-addressed the question of the protection of the citizen living abroad. He believed that, at least in his pre-World-War-II era, states had the right, but not the obligation, to protect the interests of their citizens while abroad. This right seemed to be derived from the nature of national sovereignty: because the interests of a citizen were also the interests of the state, the state had the right to vindicate those interests abroad whenever it thought doing so was necessary. 52 Yet Afroyim has reversed this classical conception of sovereignty. In his majority opinion, Justice Black-after having conceded that all nations possess an implied attribute of sovereignty-stated that " [o] the yale law journal forum

April 23, 2014 576 by their own constitutions, if any, and we can draw no support from theirs. In our country the people are sovereign and the Government cannot sever its relationship to the people by taking away their citizenship." 53 It is on the basis of the sovereignty of the citizen-a sovereignty limited to the status of citizenship itself and to certain privileges and immunities stemming from itthat American citizenship has become absolutely secured. 54 However, since Afroyim, the Supreme Court has not ruled on a case that would allow the Justices to bring the privileges and immunities of the U.S. citizen up to date with this new understanding of citizenship. Is it not time for the Court to read the Privileges or Immunities Clause and the Slaughter-House jurisprudence in the spirit of Afroyim-i.e., to declare as an absolute right the possession by all Americans abroad of a document attesting to their legal identity, a right to which the executive and legislative powers must defer? 55 Being identified as an American citizen abroad is a function of the U.S. passport, recognized as such by the Supreme Court since 1835. 56 This function is especially important when, once a passport has been issued permitting an American citizen to travel abroad, its full revocation would lead to a situation wherein its previous bearer could not be recognized as an American citizen in foreign countries. A valid passport is the only identity document requested from any citizen of the United States leaving North America, and has been since 1978. 57 It is the ultimate and definitive proof of citizenship and identity under international law; other identity documents such as driver's licenses and birth certificates are not necessarily available or recognized abroad. 58 At the time of the Urtetiqui decision in 1835, the State Department could claim that it was difficult to distinguish within a handwritten passport between the freedom to travel and the right to an identity document. In 1981, at the citizenship, passports, and legal identity 577 time of Haig v. Agee, it was also difficult to revoke the freedom to travel without seizing the passport. This is no longer the case. The technology of the passport has been significantly transformed and now permits one to distinguish quite easily within the passport between the freedom to travel and the right to bear a legal identity. The biometric passport emerged as a global standard following the implementation of stricter border security measures after the September 11 attacks. 59 More and more states have developed versions of this technology. It is equipped with a Radio Frequency Identification (RFID) chip that contains the biometric information of the passport holder. Biometric data are physiological and behavioral characteristics of the individual, including fingerprints, voice, and typing patterns, that serve to identify her within a certain population. 60 Even when not issuing biometric passports, all member states of the International Civil Aviation Organization, a United Nations specialized agency, have achieved their goal of "global interoperability," understood as the capability of inspection systems (whether manual or automated) in different states throughout the world to exchange data, to process data received from systems in other states, and to utilize that data in inspection operations in their respective states on Machine Readable Travel Documents (MRTDs). 61 It is therefore easy for the executive to suspend the first function of a passport-the right to travel-and to make this information available throughout the world without revoking the passport as a document that permits its bearer to prove her identity and to be recognized as an American citizen. If a fundamental right of any American citizen is at stake in the distinction of the different functions of a passport, and if no technical issue can be raised as an obstacle for the fulfillment of this right, the time has come for the courts to consider the issue. 
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When Chief Justice Burger wrote the majority opinion in Haig v. Agee, he at first did not deal with the constitutional issues raised in the case; he did so later, reluctantly, and in the opinion of Justice Powell, with a "summary" treatment. 62 The revocation of Snowden's passport could offer the Court an opportunity to finally examine the different dimensions of a passport in a new constitutional and technological context. This is especially true given that Snowden's case is one among an increasing number of cases where the State Department seems to have confused a passport policy with citizenship itself.

iii. the yemeni americans in yemen

In recent months, a significant number of U.S. citizens residing in Yemen have been summoned to the U.S. embassy in Sana'a. 63 When they leave, it is without their passport-which has been confiscated and revoked. The ACLU and other civil rights organizations have recently warned that the U.S. embassy in Yemen has pressured American citizens to surrender their passports and sign confessions without the advice of an attorney. 64 The reproach directed at Yemeni Americans by consular officers is that they-or their parents, years earlier 65 -misinformed U.S. authorities about some factual elements regarding their identities, dates of birth, last or first names, and so forth. It seems that "[m]any Yemenis have a patronymic, tribal or geographic name that identifies their origin, which is often shortened for convenience when they immigrate to the U.S. and when they fill their application for naturalization. That's what embassy officials used to claim fraud was committed." 66 Asked about this situation, a State Department official stated that they "provide fair process to every individual that enters U.S. Embassy Sana'a, while upholding [their] obligations under the law," adding that "[t]he Department has authority to deny and revoke a U.S. passport under certain conditions, including those involving false identity." 67 If reports from the Washington Post, Al Jazeera, and the ACLU are accurate, 68 it seems that the State Department is confusing its power to revoke a U.S. passport with the possibility of revoking one's naturalization. Deprived of their passport, these Yemeni Americans are not without identity documents, as they are most often dual citizens and therefore also Yemeni; they are instead illegally deprived-de facto-of their American citizenship. 69. Originally, the U.S. embassy in Yemen was confiscating passports and was not informing people that they continued to have the right to travel back to the United States. However, after the ACLU and other NGOs got involved, the State Department and the embassy created a process in February 2014 by which people whose U.S. passports had been confiscated could request a document called either a "direct return" or "limited validity" passport. It is good for thirty days and only for travel to the United States, and will be confiscated upon arrival at a U.S. port of entry. Interview with Yaman Salahi, supra note 65.
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If a passport has been delivered listing the same information contained in an individual's naturalization certificate, it is not attesting to a false identityinstead, it lists one's identity as a naturalized citizen. Therefore, the passport is valid and remains so for as long as the individual remains an American citizen. If the State Department has some doubt regarding the validity of the naturalization, the case must be brought to court. 70 When the power to naturalize was transferred by the Immigration Act of 1990 from the courts to the Attorney General, another provision of the same Act transferred to the Attorney General the power "to correct, reopen, alter, modify, or vacate an order naturalizing the person." 71 But in 2000, in Gorbach v. Reno, the Ninth Circuit affirmed the exclusive statutory competence of the courts to revoke citizenship. 72 Following this decision, the Department of Homeland Security has not attempted to resume the use of administrative denaturalization. 73 Since 2001, only several dozen naturalized Americans have lost their citizenship, through judicial proceedings, largely because they committed different kinds of fraud during the naturalization process. 74 This is not the first time in its history that the State Department has exercised discretionary power over passports as a proxy for nationality policy. The 1907 Expatriation and the Protection of Citizens Act contained a provision stating that a residence of two years in the foreign state of origin by a naturalized citizen, or of five years in any other foreign state, would allow the government to assume that he or she "has ceased to be an American citizen." 77 The provision transformed some instances of denaturalization from a judicial to an administrative procedure. Furthermore, there was no longer a time limit placed on penalizing the maintenance of a residence abroad. 78 Soon thereafter, Attorney General George Wickersham held that the new law had been enacted to deprive naturalized Americans living abroad of their citizenship; rather, it was meant only to relieve the State Department of the burden of protecting naturalized as a citizen in 1954. In 1982, the Justice Department commenced denaturalization proceedings on three grounds: (1) Kungys had participated in the slaughter of two thousand Jewish Lithuanian civilians in 1941 during World War II; (2) Kungys made false statements concerning his date and place of birth as well as his employment and residence during World War II (the "concealment and misrepresentation" claim); and (3) even if Kungys's false statements were not in themselves material to his original naturalization proceeding, their falsity indicates that Kungys lacked the requisite "good moral character" for naturalization (the "illegal procurement" claim). 485 U.S. at 764-65. In response, the district court found that the evidence as to (1) was unreliable, that Kungys's false statements were not material to his denaturalization, and that, because they were not material, they could not be used to show Kungys's lack of good moral character. See United States v. Kungys, 571 F. Supp. 1104, 1104 (D.N.J. 1983). The Third Circuit upheld the district court regarding claim (3), but reversed its decision on claim (2) and declined to decide claim (1). See United States v. Kungys, 793 F.2d 516, 516-17 (3d Cir. 1986). The Supreme Court then agreed to consider the standards required for the "concealment and misrepresentation" claim (but only as to the date and place of Kungys's birth) and the "illegal procurement" claim. 485 U.S. at 766. It did not reexamine the question of Kungys's participation in World War II atrocities. Id. Writing for the majority, Justice Scalia ruled with respect to the "concealment and misrepresentation" claim that "the test of whether Kungys' concealments or misrepresentations were material is whether they had a natural tendency to influence the decisions of the Immigration and Naturalization Service," or if their disclosure might have been useful in an investigation possibly leading to the discovery of other facts warranting denial of citizenship. Id. at 772. On the separate question of whether the citizenship was "illegally procured" under 8 U.S.C. § 1101(f) because the petitioner lacked the good moral character required, the Court held that that section of the Act does not contain a materiality requirement because the primary purpose is to identify lack of good moral character, not to prevent false pertinent data from being introduced into the naturalization process. Yet it applies only to oral statements made under oath and to misrepresentations made with the subjective intention of obtaining immigration benefits, which was not the case for Kungys. Id. at 780. However, in the years following Afroyim, during which time U.S. citizenship has become more and more protected and the incidence of denaturalization has declined, the State Department might once again be tempted to use the revocation of a citizen's passport as a proxy for revoking naturalization. Such a claim is reinforced by the argument that the same office charged with delivering passports should have the power to revoke them. When asked in 2000 to determine the constitutionality of the 1990 Immigration Act's delegation of the power to denaturalize to the Attorney General rather than the federal courts, the Ninth Circuit, sitting en banc, stated:

[T]here is no practical sense in supposing that, because the Attorney General can naturalize, she needs to have the power to denaturalize. The former power is typically exercised wholesale, the latter retail. An administrative agency is useful for performing large numbers of repetitive, routine tasks (from the agency's viewpoint, not the new citizen's), such as naturalization, that do not take away important liberties from individuals. But administrative agencies, accustomed to treat a case as "one unit in a mass of related cases," are dubious instruments for performing relatively rare acts catastrophic to the interests of the individuals on whom they are performed. 89 The same reasoning could apply to the State Department, which is in charge of delivering millions of passports every year. The significance of this logic extends well beyond the cases that have recently come to light. At least those Yemeni Americans subject to State Department action had their cases 87. Admin 584 taken up by some lawyers and NGOs. Other Americans abroad do not have similar access to legal counsel and may not know that they have grounds for legal appeal should they feel that their status as American citizens is unfairly contested. This further underscores the need for clarification by the courts.

conclusion

The State Department seems to be abusing its power with passport revocation-unknowingly in the case of Snowden, as the Department could at first glance rely on a jurisprudence that seemed until recently to favor executive power, and willfully in the case of the Yemeni Americans. It therefore seems that it is time for courts confronted with passport revocations to reexamine the constitutional function of the passport and its status in relation to American citizens who, since Afroyim, have gained more protection over their citizenship in relation to the state-including in relation to the Secretary of State. Today it is commonplace to say that new technologies infringe upon civil liberties-they often do. However, in the case of passports and the essential right of Americans to maintain a legal identity, new technologies offer an avenue to protect that very right. By affirming both that a passport belongs among the privileges and immunities of an American abroad and that the Secretary of State cannot revoke a passport as a matter of administrative routine, courts could make the passport an almost inalienable auxiliary of the American citizen abroad: the symbol and substance of an irreducible citizenship which the Supreme Court has already proclaimed. 
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