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Abstract: Blockchain is a method of recording information that makes it not feasible for the system to
be replaced, attacked, or manipulated. A blockchain is equipped with a notebook that copies and
processes the various procedures across the network of computers participating in the blockchain.
Digital signature algorithm is one of the cryptographic protocols used by the blockchain. In this
work, we introduce a new digital signature scheme based on error correcting codes. In the scheme
constructed on a [n, k, d] — code over Fy, which is d > 2t 4+ 1, and the size of the signature length is
n — k. The signature verification is based on the bounded distance decoding of the code. Since the
verification space is (IF7)", the proposed scheme has an improved performance in terms of working
in a wider space.

Keywords: blockchain; digital signature; public key cryptosystem; linear code

MSC: 94A60; 94B05; 94B35

1. Introduction

Public key cryptography is a procedure of encrypting or signing data with the public
key and private key. The public key encrypts the data, and the private key decrypts the
encrypted data. There is a mathematical relationship between these keys. Since the keys are
connected, decoding it with the public key verifies that the suitable private key was used to
sign the certificate, therefore verifying the signature’s origin. Public key cryptography was
proposed by Diffie and Hellman [1]. McEliece presented the first code-based public key
encryption scheme based on the irreducible binary Goppa codes [2]. The encryption method
is equivalent to adding an artificial error vector to the plaintext and the decryption method
correspond to decoding in this scheme. Niederreiter’s algorithm [3] is another public
key encryption scheme based on error-correcting codes. The encryption and decryption
methods are based on syndrome decoding. Calkavur [4] introduced a new public key
cryptosystem based on error correcting codes with bounded distance decoding. Digital
signature algorithm, based on public key cryptography, is the electronic form, which uses a
password method [2,5]. This algorithm is to use the user’s private key to sign the message,
and the user’s public key is the sign [6]. One of the most common digital signatures is
RSA [7], which is based on the factoring problem. ElGamal signature [8] is based on the
difficulty of solving the discrete logarithm problem defined over finite fields. Dickson
polynomial scheme [9,10], LUC [11,12], as well as the supersingular fulfilling of the elliptic
curve digital signature algorithm (ECDSA) [13], have been proposed as digital signature
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schemes. Elhabob et al. examined the mathematical NP hardness of digital signature 32
schemes [14]. Nevertheless, one of the open problems in cryptography is to design a 3
secure and effective digital signature scheme based on linear codes. In these systems, the s
plaintext and ciphertext areas do not overlap. The Courtois-Finiasz-Sendrier (CFS) scheme  ss
[15] is the first digital signature scheme based on error correcting codes. They use high 16
rate Goppa codes. As it has some security defects, it is not practical. It is known that 7
high-rate Goppa codes can be discriminated from random codes [16]. BBCT scheme [17]is s
based on low-density generator matrix (LDGM) codes, which have been cryptanalyzed in 3o
[18]. Persichetti proposed a one-time signature scheme in [19]. This scheme is based on 40
quasi-cyclic (QC) codes. Kuznetsov et al. proposed a new electronic code-based digital 41
signature scheme in [20,21]. Another digital signature scheme is suggested in [22]. Recently, 42
multiple digital signature schemes have been proposed in [23-28]. a3

Blockchain technology ensures integrity and validity that permits contributors in the 2
blockchain to write, read, and confirm procedures booked in a system ledger. Nevertheless, 45
it does not permit removal and innovation transactions on the procedures, nor does it permit 46
other instructions stored on its ledger. The blockchain system is promoted and assured 7
by cryptographic methods, e.g., digital signatures, hash functions, etc. These methods s
warrant that the procedures booked into the ledger are integrity preserved, authenticity 4o
ensured, and non-repudiated. Furthermore, blockchain assures autarchy, decentralization, so
stability, and affirmation for users in an unsafe circle [29,30]. Blockchain uses cryptography, s
especially public key cryptography, to generate digital signatures. The private key is saved sz
in a digital wallet or in any program in the blockchain. A message is signed with the private  ss
key by an user. This message signing by the digital signature will be forwarded to the ss
blockchain, and it is confirmed that the message is actually signed by the user. The user s
hashes the procedure output into a hash value determined by a one-way pseudo-random e
function, and then it signs on the hash value with the private key to produce the digital -
signature. Then, the user sends the digital signature, together with own procedure output, ss
to the blockchain network. The receiver uses the user’s public key to decrypt the taken 5o
digital signature to obtain hash value A, and he/she also hashes the procedure output to o
get another hash value, B. Finally, the receiver checks if the hash value A equals the hash e
value B or not. If they are equal, he/she allows the user’s procedure. Chaum introduced
a blockchain-like protocol in 1982 [31]. Haber et al. designated a safe blockchain in 1991 e
[32]. Bayer et al. introduced Merkle trees for blockchain in 1993 [33]. Nokamoto introduced s
Bitcoin in 2008 [34]. Ethereum was proposed by Buterin in 2013 [35]. Further, many s
blockchain studies were carried out [5]. In this paper, we construct a new digital signature s
scheme using the arguments of [4]. We describe the phases of signature generation and e
verification, and we analyze its security. In this context, we explain that our proposed s
scheme has integrity and non-repudiation, and it has no forgeability. Hence, we obtain e
some important security results, demonstrating that our new scheme is secure and effective. 7

The rest of the paper is organized as follows. The next section presents the background =
information about coding theory and cryptography. Section 3 explains the proposed 7
digital signature scheme. Section 4 evaluates its security and efficiency. Furthermore, some 7
possible attacks are also analyzed in this section. Section 5 compares the proposed approach 7
with the other systems e.g., McEliece [2], Niederreiter [3], and Feneuil et al. [27]. Section 6 s
collects concluding remarks. 76

Our Contributions 77

Digital signature schemes can be used in many applications, including blockchain. s
We propose a new digital signature scheme based on error correcting codes and use the 7
bounded distance decoding method. The proposed scheme has the properties of integrity, =0
non-repudiation, and authenticity, which are required for blockchain. Furthermore, it &
is faster than the other code-based schemes. The proposed scheme is more reliable and s
preferable by means of security. 83
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2. Preliminaries

In this section, we review some subjects [36,37] that provide a background for the
manuscript.

2.1. Linear Codes

Definition 1 (Linear Code). A g-ary linear code C is a linear subspace of (F;)", IF, is the finite
field, q is a prime power, and n is a positive integer. If C has dimension k, then C is called a
[, k]-code. The dual code C*, which is a [n,n — k]-code, is orthogonal to every codeword of C.

Definition 2 (Hamming Weight). The Hamming weight of a codeword c € C is the number of
non-zero entries of c.

Definition 3 (Generator Matrix). A generator matrix G for a linear code C is a k x n matrix for
which the rows are a basis of C.

Definition 4 (Parity-Check Matrix). The generator matrix of the dual code C* is called the
parity-check matrix H of C, which is a (n — k) x n matrix.

2.2. Coset Decoding
Definition 5. Consider a [n,k]-code C over Fy and v € (Fy)". The coset of C is described as below.

v+C={u+clceC}

Theorem 1 (Lagrange [36]). Suppose C is an [n, k]-code over Fy. Then,
(i) every vector of (F)" is in some coset of C,

(ii) every coset contains exactly g* vectors,

(iii) two cosets either are disjointed or coincided,

(iv) C contains exactly " ¥ cosets.

Definition 6 (Coset Leader). The vector having a minimum weight in a coset is called the coset
leader. If there is more than one vector with minimum weight in the coset, then one is randomly
selected.

Definition 7 (Syndrome Decoding). Let y be any vector of (F;)". The syndrome of y is computed
as follows.

S(y) =yH",
where H is a parity-check matrix of a [n,k]-code C. It is clear that S(y) is the 1 x (n — k) row

vector. Furthermore,
S(y)=0=yeC.

2.3. Digital Signature Algorithm

Digital signature [2,5] is one of the most important methods in cryptography. Digital
signature operates in the algorithm of public key cryptosystems, and it is rested on the
algebraic approaches of modular exponentiation and the discrete logarithm problem,
which are hard problems in complexity theory. The PKC uses a key pair (public key, private
key). It is the private key that generates a digital signature for a message. The signer’s
corresponding public key confirms the signature. Digital signature is used to perform non-
repudiation (the addresser cannot untruly argue that they have not signed the message),
as well as authentication (the recipient can confirm the principle of the message). Digital
signature also guarantees message integrity (the recipient can confirm that the message has
not been replaced since it was signed).

84

85

86

87

88

89

20

91

92

93

94

95

926

97

98

29

100

101



Version February 24, 2023 submitted to Mathematics 40f12

2.4. McEliece and Niederreiter Signature 117

McEliece [2] public key cryptosystem is based on error-correcting codes. This system  11s
consists of fortuitously supplementing errors to a codeword and uses it as a cipher. The 110
decryption is done by correcting inherent transmission errors. The security of the McEliece 120
scheme depends on the difficulty of decoding a word without any knowledge of the 1
structure of the code. Only the legitimate client can decode using the bait. Niederreiter uses 122
a syndrome as ciphertext, and the message is an error pattern instead of a codeword [3]. The 123
security of McEliece’s and Niederreiter’s systems is demonstrated to be equivalent from 124
the viewpoint of complexity theory [38], and it is based on the following assumptions [15]. 125

e  Itis difficult to sort out a type of the decoding problem. 126
e Itis difficult to retrieve the essential construction of the code. 127
2.5. Cryptography for Blockchain 128

Information on the blockchain is stocked on the ledger using cryptography. Blockchain 120
uses the public key cryptography, zero-knowledge proof, and hash functions. Especially, 130
the blockchain technology is very important in the use of public key cryptography. Itis 1
used for digital signatures and encryption. The private key is saved in a digital walletin s
blockchain. This wallet can be a hardware wallet, a physical apparatus to stock the private 1ss
key, or any software wallet, e.g., a desktop wallet app or a mobile wallet app. An user 13
attains its private key to sign a message with a digital signature that will be communicated 135
to the blockchain, and then its public key is used to verify that the message indeed did come 136
from the user. The user hashes its process output into hash value and then signs on the 137
hash value with its private key to produce the digital signature. Then, the user transmits its 13s
digital signature with its process output to the blockchain networks. The receiver uses the 139
user’s public key to decrypt the received digital signature to reach the hash value A, and 140
the receiver hashes the received process output to reach the other hash value B. Then, the 14
receiver verifies if A is equal to B or not. If equal, the receiver confirms the user’s process. 1

The corresponding digital signature guarantees the source of the process, since the 1a:
private key is only saved by its owner. The algorithm ensures the digital signature on 14
every process appertaining the person private key of each user. The public key and private 1ss
key suit into blockchain as the spine of blockchain, and they are used to sign and verify s
processes that the user makes [39]. 147

3. Proposed Digital Signature Scheme 148

In this section, we construct the digital signature scheme using [#, k, 2t + 1]-code over 1
[F;. The phases of key generation, signature generation, and verification are given in the 1o

following. 151
3.1. Key Generation Phase 152
(1) Select a generator k x n matrix G of a linear [, k, 2t 4+ 1]-code C over [y, where t is the 153
error correcting capability. 154
(2) Construct a parity-check (n — k) x n matrix H from G for the code C. 155
(3) Select any non-zero syndrome vector &, which has weight t and dimension (n — k). 156
(4) Select a random, non-singular (1 — k) x (n — k) matrix M over F;. 157
(5) Calculate 1 x (n — k) matrix H' = H' M, where H is denoted by the transpose of H. s
(6) The public key is (G, H, M~ 1). 159
(7) The private key is (H', h). 160
3.2. Signature Generation Phase 161
(1) Randomly select message m, which is the vector dimension n over [F; with weight ¢. 162
(2) Compute ¢ = mH’ + h, and m is signed with the private key. 163
(3) Generate the signature (m, c). 164

(4) Transmit to the blockchain the generating signature. 165
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3.3. Verification Phase 166
The public key of blockchain is to confirm that the message did come from the user. ez
(1) Compute ¢’ = cM~1, where M~ is the inverse of M. 168
(2) Reach m by syndrome decoding ¢’ in the code C. If it is the same, then the signature is e
valid, otherwise it is invalid. Verification is correct, since 170
w(hM™) = w(h), (1)
and thus 171
d=cMt = (mH +h)M ' =mH' M + M1 )
172
=cM '=mH MM + hM™! ©)
173
=M ' =mHT + hM™! (4)
=cM ' —nM 1t =mH". (5)
Thus, the method of syndrome decoding may be efficiently used. 175

Example 1. Let C be a [5, 2, 3]-code over Fp with generator matrix G and parity-check matrix H, 17e

10110 1 0100
whichureG:(o 101 1 >,H: 0 |.C ={00000,10110,01011,111Q%}.

1
01

1

1
1
1 . 178
1

R
o -

1
Select any non-singular matrix M = ( 0
1

1 10
The inverse of M is M~ = ( 1 01 ) . The syndromes and coset leaders of C are
111
the following table.
Syndromes | Coset Leaders
(000) (00000)
(110) (10000)
(011) (01000)
(100) (00100)
(010) (00010)
(001) (00001)
(101) (11000)
(111) (10001)

The number of different cosets of C is
257223 _g.

That is, there are eight syndrome vectors, which are {000, 110,011, 100,010,001, 101, 111}. 17

110 1 00
011 1 11 1 10
Compute the matrix H' = HIM=| 1 0 0 |[. ( 011 ) =[1 11 180
010 1 01 011
0 01 1 01



Version February 24, 2023 submitted to Mathematics 6 0of 12

Select the syndrome vector / is (100). Since d = 3, C can correct t = 1 error. Therefore,

the public key is
10100 110
(G,H M 1) = (3)2512)/11010/101
01 001 111
and the private key is

(H',h) = ,(110)

—_ O =
O R =R = O
[ = )

Signature: Consider the message vector m = (00100) and & = (100). If the user wants
to sign the message m, he/she will use the private key.

¢ = mH' + h = (00100). +(100) =

I e T o W S
O R R =k O
[ e )

(111) 4 (100) = (011).

The signed message (m,c) = (00100,011) is transmitted to the blockchain by an user. 1s
Signature verification: The blockchain gets the signed message and computes

110
d=cMt=(011). 1 0 1 | =(010)
111

using the public key. Since
c=mH +h

and
H' =H™M.

¢’ is also equal to
¢ =(mH +h)M™' =mH' M+ hM™!

=mH MM~ + hM~!
= =mHT + M.
Thus,

(010) = (mymamzmyms).

110
+(100).[ 1 0 1
111

(010) = (mq + m3, my + my + my, my + ms) + (110)
(010) — (110) = (m1 + ms3, mq + My + My, My + m5)

OO O
O R O ==
_= O O = O

(101) = (mqy + m3, my + mp + my, my + ms).
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The blockchain obtains the message m = (00100) by solving the linear system. Hence,
the signature is verified.

Proposition 1. The size of the message is log, (Hg—1)"

Proof. The message is one of the n-g tuple words of weight t. These are the integers
between 1 and (’}) to the set of words of weight ¢ and length n. Thus, the size of the message

islog, (})(7—1)". O

Proposition 2. The size of the signed message is (n — k).

Proof. By construction, the signed message is a (n — k)- g tuple word. [
Proposition 3. The size of the verification message is (n — k).

Proof. Since the verificated sign is a (n — k)- g tuple word, the result holds. [

Corollary 1. The transmission rate of the proposed system is
log, (})(q —1)!
(n—k

Proof. The transmission rate is equal to the proportion of the size of the message to the
size of the signed message. So, the transmission rate is

log, (1) (g — 1"
CEGE

O
Example 2. Let C be an [4,2,3]— MDS (Maximum Distance Separable) code over F4, whose

packing radius is one. It is clear that ¢ = 2. Now, we explain the magnitudes of digital signature
algorithm based on C. The size of the message is

log, (?) =log,4 = 2.

The size of the signed message is 4 — 2 = 2. Since the message has small magnitude, its cost is
not expensive and is preferable. The transmission rate is

log, (%)
(4-2)

:1,

which is the maximum possible value. Thus, this scheme is referred to as ideal [40].

4. Results and Discussion

Digital signature is a mathematical method in the world of network security over the
message in order to ensure integrity and non-repudiation. However, it has no forgeability.

e  Forgeability: Only an user can produce his own signature [41].
* Integrity: The message should not be changed during transmission [42].
¢ Non-repudiation: An user who signed some documents cannot at a later time disclaim
having signed it [43].
In this context, the security analysis for the proposed digital signature scheme is as
below.
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e Forgeability: The security of proposed scheme depends on the matrix H' and vector 203
h. The error-correction capability of private key H' is unknown, and the value /1 is 208
hidden. It is computationally impossible to determine H’ and h. Thus, the complexity zos
and security of the algorithm relies on decoding in the code H'. 206

e Integrity: The signature is valid only when the computed ¢’ and ¢’ sent along with the 207
signature is the same. So, if any change is made on the signature that is transmitted, it 208
cannot produce the same hash function of the message H(m) and, thus, the signature 2o
is incorrect. 210

*  Non-repudiation: The values H" and / ensure that only a signer can generate the valid 21
signature. It summarizes the security analysis of proposed digital signature scheme in 212
Table 1. 213

Table 1. Security Analysis of Proposed Digital Signature Scheme.

Forgeability No
Integrity Yes
Non-repudiation Yes

The proposed digital signature scheme protects the integrity and is secure against 2
forgeability. Only the signer has generated the signature regarding the use of the hash 215
function value. This means it covers non-repudiation. 216

4.1. Cryptanalysis of the Proposed Scheme 217

We analyze the security of proposed system in this section. We construct the digital 2s
signature scheme to use in blockchain technology, taking [n, k, 2t 4 1]-code over ;. The 210
verification of the signature is done by the bounded distance decoding method. The 22
following terms should be performed to obtain a secure digital signature scheme. 221

¢  The signature length should be quite small. This magnitude is k, which is fairly small 222
for our system. 223
e The phases of key generation, signature generation, and verification should be influ- 224
ential. It is computationally easy to construct the public key and private key. In the 225

approached systems, these phases are very effective. 226
e It should be unfeasible to access the message by an attacker. 227
*  The system should be durable for all possible attacks. We explain these arguments for 2zs
the proposed systems. 220
4.1.1. Algebraic Attack 230

In a digital signature scheme, since the message is signed with the private key, the 2
security depends on the private key. Thus, the first attack will be to try to reach it. When 232
computing c in the signature process, the proposed scheme uses the procedure of installing 233
the information signature into a matrix H' on the code. The signer calculates the codeword 23
¢ = mH’ + h using the private key. Then, he/she computes ¢’ = cM~! and checks the 23
message m using the method of syndrome decoding. The security of equation ¢’ = cM~lis 23
guaranteed by syndrome decoding. This means the proposed scheme is secure. 237

4.1.2. Generic Attack 238

The second attack is to access m from c without using the private key. Since the =23
message is a - g tuple word of weight ¢, we need a practical method that maps the integers 240
between 1 and () to the set of words of weight t and length 1, as well as conversely. In this = 2s:
situation, an enemy cryptanalyst will try to choose n bits from (1 — k)- bit signed message  ze2
randomly and estimate m based on the n chosen bits, which is unfeasible. Furthermore, 243
the attacker cannot obtain the H' and & through the equation ¢ = mH’ + h, cannot obtain  24s
the signature m through replacing the 1 and /', and thus it is impossible that the attacker 2
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attempts to forge the signature by replacing the message. Hence, the proposed scheme can
avoid forgery.

5. Comparison with Other Digital Signature Schemes

We compare our scheme with the other code-based digital signature schemes in this
section. Consider a [1,k, d]-code C over F, with d > 2t 4 1. As it is seen in Table 2, in
the proposed scheme, solving an instance of the decoding problem is more difficult from
McEliece’s and Niederreiter’s systems, since we are working in a wider space. Having
short signatures ensures the resistance to the attacks. Thus, our approach provides the
potential for an enhanced security, relative to existing schemes, and, subject to known
attack scenarios that are currently and practically realizable.

Table 2. Comparison with the other schemes.

. Mathematical . P
Algorithm NP-Hard Problem Signature Length Verification Space
McEliece Scheme [2] decoding of general k (Fy)"
codes
Niederreiter Scheme syndrome decoding } n—k
[3] problem n-k (F2)
Feneuil et al. Scheme  syndrome decoding n (Fy)"
[27] problem 2
This paper bounded distance Nk (Fy)" k

decoding method

In Table 2, we explain the complexity cost of signature generation and verification
phase with regard to similar schemes. It is seen that the signature length and verification
cost will always be enormously small. The McEliece scheme is based on error correcting
codes. It operates by inserting errors to a codeword at random, and this is also a cipher.
Since McEliece’s and Feneuil’s schemes have large key size, the efficiency of these schemes
will be slower than the others. Both Niederreiter’s schemes and the proposed schemes
have small key size. Thus, these schemes are faster than McEliece’s and Feneuil’s schemes.
Lgim l?fi %) , Feneuil’s
log, (1)(9-1)"

(n—k) 7
which is exponentially larger. The signing is faster than the other systems, as the transmis-
sion rate is bigger in the proposed system. Thus, the signature length and verification cost
remain low. Moreover, Feneuil et al. [27] use zero-knowledge protocol to construct their
schemes, but we are inspired by the McEliece approach.

One of the first digital signature schemes based on the algebraic properties of modular
exponentiation is the ElGamal signature scheme. The ElGamal signature scheme, which
requires a hash function /1 : {0,1}* — Z,, where p is a large prime, is based on the difficulty
of solving of discrete logarithm problem defined over finite fields. The security of the
system depends on maintaining on confidentiality of private key in ElGamal’s scheme.
The mathematical NP-hard problem of RSA is based on the integer factorization. When
we compare to some known signature schemes as RSA [7] and ElGamal [8], the proposed
scheme is more effective than the others.

RSA and ElGamal schemes do not well satisfy the request for high security, since they
have a large public key. These schemes are also slower than the others. The RSA problem is
the process of finding e-th roots modulo N, which is a hard problem. McEliece’s disjunction
problem is the problem of decoding an error correcting code. There is no effective systemic
attack that might discriminate between an altered Goppa code used by McEliece and a
random code. However, the RSA and McEliece schemes have resisted for more than 40
years against cryptanalysis attacks. RSA is preferable to McEliece’s scheme of security.

However, the transmission rate of McEliece’s is , Niederreiter’s is

n
is %, but, in the proposed scheme, this rate, as it is seen in Corollary 1, is

257

258

259

260
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Another important scheme is the elliptic curve digital signature algorithm [44]. The
security of elliptic curve cryptosystems relies on the assumed hardness of the discrete
logarithm problem in the group of points on the curve. Elliptic curve cryptography requires
a comparatively brief encryption key—a value that must be nurtured into the encryption
algorithm to decode an encrypted message. This short key is quicker to compute and
necessitates smaller computational burden than other first-generation encryption public
key algorithms. A 160-bit elliptic curve cryptography encryption key provides the same
security as a 1024-bit RSA encryption key, and it is 15 times quicker, relying on the place
on which it is performed. The advantages of elliptic curve cryptography over RSA are
especially significant in wireless appliances, where computational power and memory
are restricted. However, this raises the size of the encrypted message significantly more
than RSA encryption. This is one of the fundamental disadvantages of elliptic curve
cryptography. Moreover, the elliptic curve cryptography is more computationally complex
to apply than RSA, which raises the possibility of application errors, thus decreasing
the security of the algorithm. The proposed digital signature scheme based on the error
correcting codes increases the security of the digital signature.

6. Conclusions

This paper proposed a new digital signature scheme based on error correcting codes
that are suitable for blockchain technology. The signature verification is done by the
bounded distance decoding method. The respective sizes of the message, of the signed
message, and of the transmission rate, have been computed. The security has been analyzed,
and some attacks have been considered. The comparison with other digital signature
schemes in the literature shows the benefits of proposed approach.

In the proposed system, since the signature length is small, it is more practical in
industry. Another advantage of this system is high transmission rate. In this way, the
signature length and verification cost remain low. Moreover, the proposed digital signature
ensures that transactions in the public sector, such as health, education, and taxation, are
carried out quickly and reliably on the internet.
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