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Optimizing Age of Information with Attacks
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Abstract. This paper provides an analysis of the impact of attacks on
the Age of Information (Aol) in queuing systems. We consider single
and tandem queue models, with and without preemption in service. We
have shown that when preemption in service is allowed, attacks do not
result in Aol reduction. For non preemptive servers, we show that attacks
can reduce the Aol for both tandem and single server cases. For the
single server case, we establish necessary and sufficient conditions for the
existence of arrival and attacks rates that minimize the Aol and provide
an explicit expression of the optimal attack rate when the arrival rate of
updates is very large. Numerical results corroborate the analytical claims
and show the accuracy of the obtained results when the arrival rate of
update is low.

1 Introduction

This paper deals with a scenario in which a process needs to be observed remotely
in such a way that the information about the status of this process must be
as recent as possible. Such a situation occurs in a wide range of applications,
being the most popular the autonomous driving systems in which recent traffic
information is crucial to take adequate decisions. The Age of Information (Aol)
is a novel performance metric that measures the freshness of the information
about the status of a remote system. Since its introduction in the seminal papers
[3,4], the main goal has been to characterize the average Aol of systems (or
other alternative performance metrics such as the Peak Age of Information,
the Query Age of Information or the Age of Incorrect Information) as well as
to study the conditions under which the Aol can be reduced. In general, the
channel/environment between the source and remote monitor has been generally
modeled as a queueing system, which can capture the impact of transmission
delay due to the fact that the remote receiver is far away from the source. We
refer to [9] for a recent survey on this topic.

We consider a system with attacks. These attacks provoke that all the updates
in the queues are discarded, i.e., that the queueing system gets empty. They
model, for instance, the behavior of a malicious adversary that aims to avoid
that the monitor receives information about the status of the process of interest.
The attacks under study here have a clear negative effect if we consider other
performance metrics widely studied in queueing models such as throughput.
In this work, we show that the presence of attacks can improve performance
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when the metric under consideration is the Aol. More precisely, we show that
for a single server and for a tandem queue system, when we allow preemption
in service, the Aol is not reduced by the presence of attacks. However, for the
preemptive case, the Aol might be reduced due to the presence of attacks.

Furthermore, for a non preemptive single server, we provide the following
analytical results. First, we establish necessary and sufficient conditions for the
existence of an arrival rate of attacks such that the average Aol is reduced. Then,
we provide an analytical expression of the arrival rate of attacks that minimizes
the average Age of Information when the arrival rate of updates is much larger
than the service rate. Finally, we show that when the arrival rate of updates
tends to infinity, R, which is the maximum reduction factor due to the presence
of attacks, tends to 2.

The authors in [1] consider an M/M/1/2 queue and analyze the average Aol
when there is a deterministic or exponentially distributed deadline in the packet
that is waiting in the queue. More precisely, in their model, the packet that
is waiting is discarded when its sojourn exceed its deadline. Our work aims to
study a more general framework by considering that the discarded packets are,
not only those that are waiting in the queue, but also the packets that are in
service. Our work is also close to [5], where the M/M/1/1 queue with preemption
and without preemption is considered and the server changes from On to Off
state with exponential times. When the server changes from On to Off and it
is busy, it stops serving packets and, when it changes from Off to On again,
the packet that has been stopped is resumed. In our model, however, when an
attack occurs, packets in service are discarded (i.e., they are not served again).
Another difference of our model is that we consider not only single servers but
also tandem queues.

2 Model Description

We consider a system in which the status of one process is observed remotely
by a monitor. The transmission channel/medium through which status updates
are sent to the monitor is modeled as a queueing system. We assume that the
transmission times from the sources to the transmission channel and from the
transmission channel to the monitor are both zero. Therefore, we use inter-
changeably the terms generation time of updates and arrival time of updates to
the queueing system, as well as the terms end of service at the queueing system
and delivery to the monitor.

We consider that an attack occurs following a Poisson process of rate a.
When this occurs, all the updates in the transmission channel are discarded, i.e.,
the transmission channel gets empty. We assume that the system can operate
normally right after an attack (i.e., the transmission channel does not need any
recovery time after an attack).

As a metric of performance of the model under study, we consider the Aol,
which is defined as the time elapsed since the generation time of the last status
update that has been delivered to the monitor. Our goal is to analyze the in-
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fluence of the attacks on the Aol. Thus, we denote by A(a) the average Age of
Information (AAol) when the rate at which attacks occurs is «. For the models
under study, we first study «*, which is defined as the value of o that mini-
mizes A(«). Furthermore, we investigate the performance improvement due to
the presence of attacks. For this purpose, we define R as the ratio between the
A Aol when o = 0 and the AAol for the value of a that minimizes A, i.e.,

im0+ A()

R = (1)

min, A(q)

3 Single Queues

3.1 Preemptive Queues

We consider a single queue. Updates arrive to the system following a Poisson
process of rate A and are served with exponential time with rate p. We consider
that preemption in service is allowed, i.e., when an incoming update arrives
to the queue and the server is busy, the incoming update replaces the current
update in service.

The authors in [8, Thm 2a)] characterize the AAol of source i (i.e., the source
of interest) in a M/M/1/1 queue with preemption in service and where there are
other sources that are not of interest also send updates to the queue. In their
model, an arrival from an update of a source which is not of the source of interest
replaces the packet in service. Besides, the end of the service of a packet which
is not of the source of interest do not modify the Aol of the source of interest.
Therefore, since there is at most one packet in the system, replacing an update in
service by a packet which is not from the source of interest has the same effect
for the Aol as removing the packet in service (which occurs when an attack
occurs); in both cases, the Aol is not modified until the end of the service of a
new incoming packet of the source of interest. Hence, we conclude that the A Aol
of a single queue with preemption in service coincides with that of [8, Thm 2a)].
As a result, we have that the AAol of a M/M/1/1 queue with preemption in

service and attacks is \
1 + «
A =—(1 .
() A ( " 7 >

We observe that A(a) is clearly an increasing function of «. Therefore, we
conclude the attacks do not reduce the AAol for this model. As we will see next,
this is not the case when preemption is not allowed.

3.2 Non Preemptive Queues

We consider a single queue with Poisson arrivals of rate A and exponential ser-
vice times with rate p in which, unlike in the previous model, we do not allow
preemption in service, i.e., when an incoming update arrives to the queue and
the server is busy, the incoming update is discarded.
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The author in [7, Section IITA| characterizes the AAol single queue without
preemption and abandonment. We note that, since there is at most one update
in this model, an abandonment and an attack have the same effect in the system,
i.e., in both cases, the server gets idle. Therefore, we conclude that our model
coincides with that of [7, Section IITA]. As a consequence, from the result of [7,
Section IITA], it follows that the AAol of a system of a M/M/1/1 queue without
preemption and with attacks is

1 1 A o
A = T e a e 2)

The author in [7, Section IITA] says that, when A/u is sufficiently large, a
positive rate of abandonments (in our model, attacks) leads to an improvement
of the AAol, i.e., the AAol is a decreasing function of & when o — 0. Here, we
study analytically the value of « that minimizes (2). We first show that (2) is
convex in a.

Lemma 1. (2) is convez in «.
Proof. The derivative of (2) with respect to « is:

1 A+ 2+ )
A (a+ )2 (A +a+p)?

(3)

We compute the derivative with respect to a of the above expression and it
results:

—2Xa + >N+ a + p)?
(a+ A+ a+p)?
Na+p) A+ a+p) AN +2(a+p) A+ a+p+a+p)
(a+p)t(A+a+p)?

The above expression is positive if and only if
—(a+pA+atp)+A+atpt+atp?>o0.
And the above expression clearly holds since

Atatpt+atp)?=A+a+p)?+(@+p)?+200+a+ p)(a+p)
> (vt a+ )t p),
Since « is positive, using the above result, we know that the global mini-
mum of (2) is strictly positive when its decreasing at a = 0. We now provide a

necessary and sufficient condition for this fact.

Lemma 2. (2) is decreasing at o = 0 if and only zf% > 1.2469.
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Proof. The derivative with respect to « of (2) is given in (3), which at « = 0
A(A+2p)

EOTmE This expression is negative if and only if

equals ﬁ —
N+ 20) > p(N + p)%
Let p = A/u. The above expression is equivalent to:
2 2 3. 2 o
pp+2)>(p+1)° < p’+p°—2p—-1>0.

We now notice that p? 4+ p? — 2p — 1 = 0 has a unique positive root, which is
1.2469. And the desired result follows since p® + p? — 2p — 1 is positive when
p > 1.2469.

From the above results, we conclude that the optimal rate of attacks is pos-
itive if and only if A > 1.2469u.

Proposition 1. The rate of attacks that minimizes (2) is strictly positive if and
only if% > 1.2469.

In Proposition 1, we provide necessary and sufficient conditions such that the
rate of attacks that minimizes AAol is positive. The derivation of an analytical
expression of the value of a* (i.e., the value of & that minimizes (2)) requires to
compute the roots of (3), which is equivalent to find the roots of a polynomial of
degree four. a* can hence be obtained numerically in a general setting. However,
we now focus on A >> p and we study the value of a* for this case.

Proposition 2. When A >> pu, the value of a that minimizes (2) is a* =~

NN

Proof. Let A = Cu. We show that the desired result follows when C' — oo. For
A = Cp, the derivative with respect to « of (2) is zero if and only if

L CuCut2et+p) _ o . CrCut2atp) _
Cp? (a+p?(Cut+a+p)? (@+p?2Cutatp?

When C — oo, we have that

C*(Cpu+2a+p)  Cp?
(a+p)2(Cpu+a+p)?  (a+p)?

Therefore, for C' — oo, the derivative with respect to « of (2) is zero when

Cu?

mml = "~ p(V0 - 1) = ya(VA - /i),

where the last equality follows since A = Cy, i.e., C = \/p.
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From the above result, we conclude that, when A — oo, the value of o that
minimizes (2) tends to infinity as well. We now focus on R, which, according to
(1) and (2), gives for this model

1 1 A
R RN e

: 1 1 A «
mlna(x+ﬁ+m+m)

For the denominator, we have from Proposition 2 that, when A >> p,

. <1+1+ A N a)
min [ — + — _
a \XA p (pra)A+pt+a) A

l+l+ A +\/ﬁ(ﬁ7\/ﬁ):
A (pt AV = V)N et RV = /) M

1 1 1

ﬁ+\/ﬁ(ﬁ+¢ﬁ) MV,

As a result, when A — oo, the denominator of R tends to 1/u. Furthermore,
the numerator of R tends to 2/u when A — co. Thus, the next result follows.

Proposition 3. When A — oo, R — 2.

4 Tandem Queues

4.1 Preemptive Queues

We consider a system with n tandem queues. The service rate of queue i is
exponentially distributed with rate pu; > 0, i = 1,2,...,n. Updates arrive from
outside to Server 1 and we assume that the generation times follow a Poisson
process of rate A. For i =1,...,n — 1, when an update in Server i ends service,
it is immediately sent to Server ¢+ 1. We allow preemption of updates in service,
i.e., when an update arrives to a server that is busy, the incoming update starts
service and the update that was being served is lost. We provide an explicit
expression of the AAol for this model. The proof is given in A.

Proposition 4. The AAol of a system of n tandem preemptive servers with

attacks is . o
A(a)z/l\Jer_l:[(Ha_). (4)

M

We observe that the AAol is a polynomial of degree n with positive coef-
ficients. This implies that o = 0 for this model and, as a a result, we have
that R = 1. Therefore, we conclude the attacks do not reduce the AAol for this
model.
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4.2 Two Non Preemptive Queues

We consider a system with two tandem queues with Poisson arrivals with rate A
and exponential service times with rate p; at Server i. Servers are non preemp-
tive, i.e., when an update arrives to a server that is busy, the incoming update
is discarded. The A Aol of this system without attacks has been studied in [2].
We aim to study whether the presence of attacks reduces the AAol. For this
purpose, we model the system using the SHS technique. In Figure 1 we consider
11 = p2 = 1 and, for different values of A, we plot the AAol of this system when
« changes from 0.1 to 5. We observe that, for A = 1 and A = 10, we have that
a* > 0, which implies that R > 1, i.e., the attacks can reduce the AAol in this
system.

30

25 |- e

15 - 4

Fig. 1: AAol with respect to « for uy = ue = 1 and different values of .

5 Numerical Experiments

The result of Proposition 2 can be used to provide an approximation of the value
of o* for an arbitrary A. In Table 1, we study the accuracy of this approximation
for different values of A and p = 1. We observe that the value of \/ﬁ(ﬁ — Vi)
is close to a* even for A small.
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A Proof of Proposition 4

We model the system witn n tandem preemptive servers using the SHS technique
[8]. The continuous state is a vector x(t) = [xo(t) x1(t) ... x,(t)] and the Markov
chain is formed by a single state. Besides, xo(t) represents the age at the monitor
and, fori =1,...,n, z;(¢t) represents the generation time of the update in Server
1 when Server ¢ is busy and, when an update is sent from Server i to the next
one, it is the timestamp of a fake update that is put in Server i and does not
modify the age of the system.

Here, we consider the SHS derivation [6] with an additional transition which
is related to the attacks. For more details on the SHS technique and derivation,
the reader can refer to [6]. Thus, the SHS Markov chain we consider has also
a single state and the table of transitions of the SHS method is presented in
Table 2. We explain each transition now.
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0
1
99

Fig.2: The SHS Markov chain for n tandem preemptive servers with attacks.

n

R xA; Vg Al

0 A [a)o 0x2 3 ... Tn_1 a:n] [1_)0,0 0 V0,2 V0,3 ... Vo,n—1 1_}0,”]

1 p1 | [®o x1 1 T3 ... Tn—1 Tn] | [D0,0 Vo,1 Vo1 V0,3 - .- Vo,n—1 Vo,n)

2 2 | [ro ®1 T2 T2 ... Tn—1 Tn] | [V0,0 To,1 Do,2 V0,2 - .. Vo,n—1 Vo,n]
n—1pn—1|[zo 1 T2 3 ... Tp—1 Tn-1]|[V0,0 Vo,1 To,2 To,3 --. Vo,n—1 Vo,n—1]

n Un [[Tn 1 X2 X3 ... Tno1 XTn] |[Vo,n To,1 Do,2 V0,3 - .. Vo,n—1 Vo,n)
n+1| a |[zoxo xo o ... To xo] [Do,0 Do,0 Do,0 To,0 --- Vo,0  Do,0]

Table 2: Table of transitions of the SHS method for n tandem preemptive servers
with attacks.

— For [ = 0, a new update arrives to Server 1 and, since the update in Server
1 is preempted, the value of the second element of x is replaced by zero,
whereas the value of the rest of the elements of x is not modified.

— Forl € {1,...,n—1}, an update in Server [ ends service and is sent to Server
I + 1. Therefore, the value of the [ + 2-th element of x is replaced by that
of the [ 4+ 1-th element and, since we put a fake update in Server [ with the
same timestamp as the update that has just ended its service, the value of
the [ + 1-th element of x is not modified. The rest of the elements of x are
not modified.

— For | = n, the update of Server n ends its service and it is sent to the
monitor. As a result, the value of the first element of x changes to that of
the last element and the last element of x does not change since we put a
fake update in Server n. The rest of the elements of x are not modified.

— For | = n + 1, an attack arrives and all the updates are discarded, but a
fake update with the same timestamp as that of the monitor is put in all
the servers. Therefore, all the elements of x changes to xg, which is the age
of the monitor.

Since the Markov chain has a single state, the stationary distribution is clearly
mq = 1. The age of the real or fake updates increases at unit rate and, therefore,
b, is a vector formed by n 4+ 1 ones. In the following, we use the notation
to = A and pip41 = a to simplify the presentation. We apply [8, Thm 4] for the
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transitions of Table 2 and we obtain the following expressions:

n+1 n—1
0,0 (Z /-%') =1+, (Z Mi) + Vo, fin + Vo,0Hn+1 (5)

i=0 i=0
n+1 n
0,1 (Z l“i) =1+17p,1 ( /M) + Uo,0fbn+1 (6)
i=0 i=
n+1 k-1 n
o,k (Z Nz‘) =140, (Z Ni) + Vo,k—11k—1 + o,k <Z Mi) ;
i=0 i=0 i—k
k=23,....n (7)
Simplifying (5), we get
1
V0,0 = — + Vo,n; (8)
whereas from (6) that
mn 1 — mn
0,1 (1 + MH) =—+ Uo,ou =, 9)
Ho Ho Ho
and from (7) that, if Kk =2,...,n, then
n 1 — n —
o,k (1 + 'u+1> = + vo,k—1 + Fnt1 00,0, (10)
Mr—1 He—1 Hr—1

Let B, =[], (1 + %) We multiply both sides of (8) by B,,—1 we get:

_ Bn1 | Bn—1 | 1
U9 0Bn-1 = —— + Vo nBn_1 = — ! + Vo,n (1 + Hn ) B,
Hn Hn Hn—1

B, _ 1
= 2ol + ( + Yo,n—1+ V0,0 NnJrl) B,
Hn Hrn—1 Hn—1

where in the second equality we use that B,_; = (1 + %) B,,_o and in the

third equality we use (10) with k = n. Since B,,_1 = B,,—2 + %Bn_g, we note

that the term Z "J: By, 29,0 appears on both sides of the above expression and,

_ Bn_ Bn_
therefore, both terms are canceled. Hence, we get v oBp—2 = [:71 + H”if +
n n—

B,,_200.n—1. Applying this arguments recursively, it results that
Bn—l + Bn—2

Hon Hn—1

B,
Vo081 = +ot /TO + Bovo,1,
1

which using (9) gives
Mn+1

B,_1  Bn_» By 1  _
+ o2 0 Pt
n, Mn—1 M1 Ho Ho

appears on both sides of the last expression, the above formula

Vo,0B1 =

: = Hn+41
mece v,
S 0,0 Ko

is equivalent to

B, _ By, _ B 1
”1+"72+...+70+7.
HUn Hn—1 M1 Ho

V0,0 =



